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Handling Change in a Complex Multi-Database
Environment
By Mark Gurry

Introduction

This paper discusses the major issues that must be controlled to successfully manage schemas
in a complex multi-database environment.

Background

Prior to the advent of Oracle7, the mgjority of Oracle sites had databases less than 1 GB and
fewer than 200 concurrent users. The DBA usualy had enough of atime window overnight to
perform cold backups of the database aswell as full exports. If schema changes were required,
the DBA had a comfortable time window to repair problems if unforeseen problems were to
occur. In 1998, large sites are measured in terabytes, not gigabytes. Today, many Oracle sites
have thousands of concurrent users. Many of the sites are 24x7x365 sites, with little time for a
DBA to perform routine maintenance and application upgrades.

If errors occur during schema upgrades, thereistoo little time to recover. All hell breaks loose
when the end users are told that their application will be off the air for awhile until schema
problems are corrected. Organizations today are more dependent on the Oracle databases for
their mere existence. Added to this, there is a growing expectation to develop and implement
applications faster than they have ever been implemented before, placing pressure on the DBA
to perform the schema migration tasks quickly and accurately.

Prior to Oracle?, sites had tables, unique and non-unigue indexes, sequences, views and that
was about it, apart from the grants and synonyms that had to be maintained. The databases did
not contain stored code such as packages, procedures, functions and triggers. They
occasionally contained constraints, but only as documentation.

With the arrival of Oracle7 and the Client/Server explosion, databases that contain stored code
are the norm, not the exception. Packages, procedures, functions and triggers are used heavily.
The dramatic functionality and performance improvement in Oracle procedural language,
PL/SQL, has made it appealing as a serious development language. The movement of the
stored code through the devel opment life cycle (development, test and production) has added
an extra dimension to the migration process.

Mogt sitesin 1998 make heavy usage of constraints, including primary and unique key
constraints, foreign key constraints and check constraints. Add in the heavy usage of default
values on columns, data replication using snapshot logs and snapshots and the DBA has one
complex role to perform.

Mogt sites now make heavy usage of roles. Roles on top of roles are not uncommon. Then you
have views of views, views that contain functions, pity the DBA. And to add salt to the wound,
managers usually sit back wondering how the DBA is actually spending hisher time. DBA'’s
are often forced to continually justify their mere existence.
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Migrating through the Development Life Cycle

New application releases come from many sources. Some applications are bought as packages
from third parties. Others are developed in-house using Casetools. Some applications are
developed internally using contract staff. Others are developed using full time internal staff.
Others, a combination of contract and full time staff. Regardless of the origin of the
application, the schemas are the responsibility of the DBA. If you are unsure if thisistrue, wait
for a problem to occur and see who gets contacted.

Thetask of migrating programs, database schema changes and data through the devel opment
life cycle has always been a complex one. It requires careful planning and coordination to
perform the task effectively. There are few products that assist the total migration task. The
products that do exist are usually unable to assist with the more complex schema changes that
arerequired for an application, such as assisting the DBA to write a script to drop a column
from atable.

Management is often convinced by salesmen that products that simply check-in and check-out
programs and “manually developed” DDL scripts will save the day. This could not be further
from the truth.

If your new schema object scripts are placed into RCS, SCCS, PV CS or another source code
control package, it is often difficult to piece together the history of changes on a selected
object, such as atable. The products do not provide afacility to view the full change history of
atable. Retrieving the historical information is a tedious and time-consuming task.

Manually generated DDL scripts will require different storage and privilege requirements from
one environment to the next. It isunlikely that Test will have the same storage requirements as
Development, or Production the same storage requirements as Test. The privileges may or may
not be the same depending on the usage of roles.

The more complex, time-consuming and potentially error prone schema management tasks that
aDBA performsinclude the following:

1. Deleting acolumn from atable

Renaming columns

Changing a datatype

Shrinking the length of acolumn

Reordering columns

Adding privileges to arelease that has many tables, views, packages, procedures, functions,

sequences

7. Adding storage to arelease that has many tables, indexes and primary and unique key
constraints

8. Rebuilding atable or other object to eliminate fragmentation or chaining, or to move
another tablespace

9. Adding not null columns to tables that already contain data

o0k~ wWD

Thereisalack of tools on the market place to assist DBA's with any of thesetasks. To
understand the complexity of the task at hand, consider Task 1, deleting a column from atable.
Until we're blessed by Oracle with this functionality, the task of deleting a column is a complex

one that requires the following steps:



QUEST
SOFTWARE

Rename the table - for example, EMP to EMP_BKUP

Drop al foreign key constraints that thistable uses

Drop al foreign key constraints that reference thistable

Drop al primary and unique constraints on this table

Drop al check congtraints on the table

Drop indexes off the table

Drop al triggers on the table

Drop al privileges off the table

Create the table without the unwanted column and with the appropriate storage

10 Insert into the new table selecting the required columns from the EMP_BKUP table

©ooNo O~ WDNE

If the table contains LONG or LONG RAW columns, you will need to either write a PL/SQL
procedure or use the COPY command to insert the data.

11. Reapply the unique and primary constraints

12. Reapply foreign keys that reference thistable

13. Reapply the foreign keys on this table that reference other tables
14. Reapply the indexes

15. Reapply the triggers

16. Reapply the privileges

17. Reanalyze the tables, indexes and constraintsif required

Interestingly, renaming columns, changing a column’s data type, shrinking a column’s length or
rebuilding existing tables all require each of the 17 steps to be performed. If you are replicating
using snapshots, you also have the task of dropping the snapshot log off the backup table and
recreating the snapshot log on the new table. It is becoming increasingly obvious that if there
are one or more schema changes that fit any of the mentioned criteria, the DBA really has
his/her work cut out. One simple column rename may require over 100 lines of DDL code.

Thereisagrowing trend of not deleting columns that should be deleted, not renaming a column
that should be re-named, not changing a data type that should be changed, not reducing the
length of a column that should be reduced, not reordering columns that should be re-ordered
and not rebuilding atable that is badly fragmented or experiencing severe chaining.

One reason for avoiding the task is the sheer complexity and the potential for error, not to
mention the excessive amount of time required to perform the task. Another reason is that
inexperienced developers and DBA's often handle schema changes. They are often not totally
aware of how to code the changes. Some sites have the developers create the DDL scripts.
They are then handed to the DBA section for manual review. Thistask isusually assigned to
the most junior DBA because the senior DBA's are working on what seems to be a more
important task. The outcome is often a disaster!

If the schema change is hot made, you have created potential for confusion. A column may be
called one name in one table and the same column may have another name in a different table.

Renaming the column is a difficult task, and is often avoided. Developers required to maintain
the code will often be confused by columns that should have been renamed.
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Columns that should have been deleted from atable can cause even more severe problems. If a
developer is new to a project, they may populate the column just in case. Perhaps the devel oper
may even index the unwanted column. The extra column will also consume extra disk storage.

When columns are added to a table at random, with little thought to the logical ordering of
columns, devel opers may be confronted with a horrendous task of trying to decide how
columnsrelate. A column, for example, PROJECT_NO with conflicting data type or length
from one table to the next can cause rows not to be returned when the tables are joined using
the columns. The problems mentioned are real and common and happening right now at sites
that we have health checked.

Adding storage and privileges to objects for either anew release or for atotally new
environment is one of the most tedious and potentially error prone tasks that a DBA can
perform. After you have sized the first 350 of the 600 objects, the task starts becoming
extremely boring. Performing tasks while bored can only increase the potential for error.

Some sites put a large amount of effort into the sizing, documenting each object's storagein a
Casetool. The sizing is adequate for production, but is obvioudy alittle large for the
development, test and training databases. It also may not suit sites that have multiple
production sites of varying sizes. Invariably the DBA will have to spend time, often many
hours, manually adjusting the storage to suit each environment.

The method that many sites use to size objects is to categorize tables into small, medium and
large. There may be a couple of extralarge tables that are sized individually. Tables are often
sized using this method in the Development and Test environments.

The Test environment is often used as a base for the creation of the object sizing in production.
Table growth is monitored and used to size the production database. Theideal way to sizeis
often to scale the storage “n” times larger than Test - for example, all Production tables may be
required to be ten times the size of Test, and Test may be four times the size of Development.
Tables experiencing chaining in the Test environment, asidentified by the CHAIN_CNT in
USER_TABLES view, will have the PCTFREE increased.

Rolling Back Changes Gone Wrong

Applying changes to the production database using overnight schedulersis not a professional
practiceif you cannot be absolutely certain the changes will proceed without error. Imagine the
reaction at Wall Street if thefirst five of the schema changes worked correctly and the next five
failed. 1 wouldn't like to be the DBA at the Stock Exchange on the morning of the disaster. It
is essential that every change made to a schema can be rolled back.

If you consider that rolling back adding a column equates to deleting the column that has been
added, the rollback task can require a significant amount of DBA effort to provide the rollback
scripts. Most sites do not bother creating rollback scripts because of time constraints. This
often proves disastrous as the sites take on more and more critical applications.

The Need for Auditing

With the Oracle RDBM S being used for critical 24x7x365 applications, it is essential that
auditing take place to ensure that schema changes will work correctly prior to making the
changes. Itisjust asessential that the database is checked to ensure that the schema changes
that are being applied have been applied successfully.

The schema audits that a competent DBA must be able to perform are as follows:



QUEST
SOFTWARE

1. Auditsto ensure that the schema changes will run correctly prior to the changes occurring.
Thisaudit includes:
» checking the object owners privileges and quotas to alow the creation of the new
objects,
e ensuring that al new objects have been given storage and privileges where required,
» ensuring that all tablespaces specified have sufficient free space and large enough
contiguous free extents,
» checking that al objects exist as expected (thereis no point adding an index to atable
that doesn’t exist), and
» checking that al changes are applied in the correct sequence - for example, you can't
drop aprimary key off atable until all foreign keysthat reference the constraint have
been dropped or disabled.
2. Auditsto ensure that all schema changes that should have been applied have been applied
successfully.
3. Audits across database owners to detect differences and ensure that the differences are as
expected.
A DBA should be ableto quickly list schema differences between the Devel opment and
Test database, or between the Test and Production, perhaps even comparing one Production
database's obj ects to another Production database's objects. In a DBA questionnaire, this
functionality was recently voted the most sought-after of all new functionalities.

4. Audits on a selected database owner to ensure that the owner has the objects expected

At any given point in time, the DBA should be able to ensure that the objects existing in an
environment are as he/she expects. To achieve this check, the objects must be stored
elsewhere to provide the comparison. This check will provide information on missing
indexes, as well as unwanted objects such as temporary backup tables that should have be
removed from the database.

5. Audits on the full change history of all schemaobjects. The audit information should
include when the various object changes were applied to each database.
Ideally the DBA should be able to view tables or other database objects to see the full
history of changes:
*  What date was the column dropped?
*  What release was the column dropped in?
*  Which environments has the change been applied to?
»  What application version corresponds to the change?
* Which other DDL changes need to be applied with the drop column?

All this should be viewable online, not by spending half a day searching for the appropriate
hand written DDL which may buried somewhere in a* check-in — check-out” version control
software.

Controlling Schema Changes using Formalized Releases

Now that Oracle has entered the arena of serious, large and mission critical applications, it is
not practical or professional to log directly into an environment such as the production user and
commence making direct schema changes. Many sites that run mission-critical applications
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have usually downsized their hardware and are using Oracle for the first time, or have used
Oracle for theless critical databasesin the past.

Mission-critical databases tend to be closely audited, with the auditors insisting that each new
schema release has been thoroughly checked to ensure that it won't fail. They also insist that
each schema change implemented has an associated rollback script.

The common way to perform releases on mission-critical databases isto use formalized release
identifiers. Each schema change must have an identifier. One identifier may require many
new, modified or deleted tables or any other database objects. Ideally the same identifier will
be used for the programs that need to be migrated with the schema database changes. The same
identifier may also be used for reference data that needs to be migrated with the programs and
schema changes.

Many minor releases may occur to the development environment. The minor releases may be
joined, and alarger release that combines many of the smaller releases can then be applied to
Test. Aneven larger number of minor releases may be combined and applied to the production
environment. An effective DBA team will be able to assist the person coordinating the release
by providing alist of schema differences between the environments being migrated from and
to. Thelist can then be reviewed to ensure that no required schema changes are absent.

The Solution

Schema Manager by Quest Software isnot atool to replace the DBA. Itisatool that will assist
the DBA greatly in Schema Management. It automates the tasks that are most time-consuming
and potentially error-prone. It greatly reduces the chance of error. Tasksthat are difficult to
perform, such as deleting columns from tables, are easy to administer. The product can be used
equally effectively for small databases as well as the very largest databases.

Mission-critical 24x7x365 databases are supported by the product through extensive pre-audits
to ensure that changes can be made successfully prior to making the actual changes. The
product provides auditing that fulfills the most stringent auditing requirements. The audits are
mai ntained automatically with no additional effort from the DBA. Every DDL apply script has
arollback script automatically created in case the unforeseen occurs.

The product uses arepository to prepare all changes prior to applying the changes to the real
world. The repository provides an extensive audit trail of all changes made to your
development, test and production environments. Each change can be pre-audited to ensure that
the change can be applied correctly prior to applying the change. After the schema
modifications are made to an environment, they may be checked using post-audit scripts to
ensure that each schema change has been applied correctly.

Making Complex Tasks Simpler
Some of the functionality that the product provides includes:

Comparing “real world” database schemas - for example, Development and Test, and
creating scripts to make the databases identical .

Marking a column for deletion and having all of the necessary DDL generated
automatically for you with the necessary storage and privileges with arollback script also
created.

Renaming a column and having all of the necessary DDL generated automatically for you
with the necessary storage and privileges with arollback script also created.
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« Changing a column’s data type - for example, from a number to avarchar2 - and having all
of the necessary DDL generated automatically for you with the necessary storage and
privileges with arollback script also created.

«  Shrinking the length of acolumn - for example, from number(10) to number(6).

«  Copying storage from an existing table, index or constraint to new tables, indexes and
constraints. Storage can be copied and pasted or dragged and dropped on to many
hundreds of objects at once.

« Copying privileges from an existing table, view, sequence, function, package, procedure, or
function to new tables, views, sequences, functions, packages, procedures, or functions.
Privileges can be copied and pasted or dragged and dropped on to many hundreds of
objects at once.

» Createtableslike other tables. Thisisideal for setting up audit tables. Create copies of
hundreds of selected tables at onetime. Assign the tables a prefix or suffix of your choice,
for example _AUD.

« Export a selected view, package, procedure, function, trigger, sequence, index, or constraint
from one environment to another - for example, from the development database to the test
database. The Oracle export facility does not allow you to individually select any of the
mentioned objects.

»  Select one or as many objects as you desire from the real world database and automatically
create re-build DDL scripts. Thisis useful for objectsthat are badly fragmented,
experiencing chaining or need to be re-located to a new tablespace to assist disk loading.
The scriptsinclude all required objects such as foreign key constraints that refer to this
table.

» Filter all objectsfor a selected tablespace and rebuild them. Y ou can also filter tables
where the table name is like a sel ected table name, for example, DW%'.

» Scaestorage. Thisenablesyou to create the objectsin Test four times the size of the
objectsin the Development database. The scaling factor is user-driven. You can scale by
tablespace, object type, or where the object name s, like aname, or for a specific object.

« DDL scriptsare ordered to apply the largest object first for any new release. This makes
better use of free extentsin your tablespaces.

« Create auser like an existing user with all necessary privileges and synonyms.
« Createarolelike an existing role with al necessary privilege and synonyms.
» Create scripts automatically to have the test object privileges the same as devel opment.

»  View which users have particular accessrights - for example, which users have DBA
access.

» Select an abject and view all current privileges on the object.
»  Seewhich objects do and don’t have privileges on them at a glance.

« Ensurethat all DDL steps are performed in the correct sequence - for example, drop the
foreign keysthat refer to a primary key before dropping a primary or unique key

»  Compare environments to identify unwanted objects and create the DDL to drop them.

Auditing

Schema Manager has comprehensive auditing commonly used for mainframe applications such
as banking, stock exchange and other mission-critical applications. The audit trails will assist
you gresatly with ISO-9000 and other standards accreditation. The auditing is maintained
automatically with no extra effort on your part. The auditing is extremely useful for any site

creating production applications.
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Schema Manager uses Delta numbers to control the creation and applying of al database
schema changes. Any environment - for example, the Personnel Production environment - can
be selected to view the deltas that have been applied to it aswell asthe actual DDL scripts
used. Knowing which deltas have been applied to an environment, and the contents of the
delta, enables you to quickly audit the real-world environment to make sure that the objects are
as you would expect.

The auditing provided by the product includes the following:

1. Extensive pre-audits prior to applying schema changes to ensure that:
» The necessary owner privileges and storage quotas are in place to create the objects
* All mentioned tablespaces exist
» Thereisenough total storagein each tablespace
» Theextent sizes are large enough to suit each new object (Schema Manager simulates
the way that Oracle applies the objects with free extents being reduced in size as
objects are created)
» Each object that should exist does exist
» View all indexeson atable at once. This assists with ensuring any index being added
is reasonable and does not make an existing index superfluous
* View code before and after changing it, al on asingle screen. The code includes view,
functions, triggers, packages and procedures. Thisfunctionality issimilar to the diff
command in Unix.
2. Perform a post-audit to ensure that all changes that should have been made for a delta have
been made
3. Audit the real-world to view information that will assist pre- and post-audits, including:
« View the contents of any schema object in the real world
« View each tablespace, its free space and largest free extent size
« List any objectsthat will crashif they throw an extent
« Listal indexes, primary key constraints and unique key constraints on atable at a
glance
- Listal stored objects that rely on this object and all objects that this object relies on -
for example, which aview EMP_VW may rely on the EMP table and the EMP_PKG
package may rely on the view EMP_VW
«  Which objects are in which tablespace
« View all of an object’s privileges at once
» View the storage attributes of a selected object, including all storage assignments as
well ahow fragmented the object is
4. Comprehensive audit all objects stored in the Schema Manager Repository
»  Every change made to any object typeisfully audited and viewable online - for
example, every column is displayed for each table with the prior and after changes that
have occurred. If acolumn has been renamed, you can see what the column used to be
called. If it had its data type changed, you can see what the data type used to be prior
to the change.
» Locksare placed on changed objects to ensure that old versions of the object is not
changed by mistake and re-applied to the real world.
5. Audit each physical database environment to check that the schema contentsin each
database as you would expect. Thisis made possible through storing all changesin the
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Schema Manager repository as well as which changes have been applied to each
environment.

Ease of Use

Beta sites are consistently reporting that, on top of being the most powerful product of its type
on the marketplace, Schema Manager is also "fun to use." Tasks that normally require hours
(and sometimes days) to perform are reduced to afew minutes. Thisis achieved by features
such as being able to copy the characteristics of one object and paste it onto numerous objects
al at once. Thisapproach isused for applying storage and privileges that exist on current

obj ects and applying them to many new objects that exist for a new release.

The product uses drag-and-drop techniques to drag down information between the real world
and the Schema Manager repository. To make the Development schema objects the same as
the Test schema objects, you smply drag down the Test objects into the repository, and then
drag down the Devel opment objectsinto the repository. This automatically creates the
differences, which can then be dragged up to the real world and applied. If the differences are
objects that need to be removed, such as temporary tables, you can utilize the Schema Manager
rollback scripts to remove the objects.

Conclusion

Whether your siteislarge or small, Quests Schema Manager isatool that will provide great
assistanceto Oracle DBA's. It has been designed by DBA'sfor DBA's. It significantly reduces
the amount of time taken to perform the more tedious and error prone tasks. Thiswill free the
DBA to perform tasks such as architecture planning and review, investigating new Oracle
releases and how the new release features can be used best at your organization, performance
tuning and many other valuable tasks. When you start using Schema Manager, you will
wonder how you ever did without it.
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